The Challenge of Global Compliance

- A Look at the Approach and Experience of Samsung Electronics -

SVP, Sang-joo Lee



Samsung Compliance Team

Approximately
40 compliance officersin HQ ~~--,

1

Over 300 global
compliance officers ~

Organized in 2010
Separated from legal team ~




Samsung Compliance Activities

. Employee education, distribution of manual on compliance
LEUTII  [tems, system-based self-inspection, help desk, staying
up-to-date on introduction/revision of laws and regulations

Regular and non-regular monitoring by pertinent

Monitoring L .
organlzatlon units or persons

Identifying the cause of a problem via analysis of process
and outcome, improvement activities, preventing
recurrence through case studies
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[+ Competitor Contact Reporting Process

In order to protect employees from the risks of antitrust violations that could arise from contact with
employees of competitor companies, Compliance Team is operating "Competitor Contact Reporting Process.”

| Scheduled meeting
with competitor companies

[}
‘ Must proceed selt—check

alter the meeling

Spontaneous meeting
o with competitor companies

i
Prior-meeting

_— L ____

| |
The emplpyees who follow the above process will be able td minimize the risk of being subject to
- = = = mtitrust vmlstion assoeimtedmwith Tontact with ECC

View FAQ View System Manual

Post-meeting
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Compliance Risks need to be covered (e

Personal Data Protection

Anti-corruption

Trade Secrets

Fair Labeling and Advertising

Fair Competition

HR related issues, etc.
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Compliance Risks need to be covered (a5

Personal Data Protection
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Compliance Risks: personal data protection

The 4th industrial revolution , Klaus Schwab
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loT, VR, Robot, Gene sequencing...




Compliance Risks: personal data protection

Three major elements of Al

v Computing power

v' Algorithm

v Data



Compliance Risks: personal data protection ?@

Global Trends in

Data Protection Regulation



Compliance Risks: personal data protection ?@

GDPR, effective May, 2018

(general data protection regulation)

- explicit consent
- data transfers allowed by “adequacy” decision
- 20,000,000 EUR or 4% of the worldwide annual turnover



Compliance Risks: personal data protection ?@

Russia
- Amendments on “Personal Data Act” Sep, 2015
- database to be localized in Russia.

Turkey
- ‘Data Protection Law’ enacted in April, 2016
- explicit consent.
- Cross-border data transfer resembles EU model
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Compliance Risks: personal data protection @

New regulations under consideration

China : A draft of ‘Cyber Security Law’

- Data to be localized

Brazil : A draft of ‘Data Protection Law’

- Restriction from transferring personal data to countries
that do not provide similar levels of data protection.

- fines, prohibition of processing personal data for 10 years.



Compliance Risks: personal data protection ?@

Action Plans #1

v IDC, HR data server within the EU

v Onward transfer: DTAs and BCRs.



Compliance Risks: personal data protection ?@

v Continued monitoring of local laws regarding
cross border data transfers

v' Coordination between HQ and subsidiary.
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Compliance Risks: personal data protection @

Triage based on Severity of Local Laws

v' 1st Tier: Strict compliance is required. (EU, Singapore, Russia)
v 2nd Tier: Ongoing monitoring is required. (China, Brazil, Turkey)

v" 3rd Tier: Other countries



Data Privacy Laws of Korea

- Structure and Enforcement -



Personal Information Protection Act (PIPA)

v Information Communication Network Act

v"  Location Information Act

v Credit Information Act



Personal Information Protection Act

v Consent regime

v' Ministry of the Interior

v Personal Information Protection Commission



Information Communication Network Act

v Consent regime

v Communications Commission



Location Information Act

v Consent regime

v  Communications Commission



Credit Information Act

v Consent regime

v"  Restrictions on sharing with a third party

v"  Financial Services Commission,
Financial Supervisory Service



Criminal Enforcement

v PIPA,

Information Communication Network Act,
Location Information,

Credit Information Act

v" Potentially strong deterrent against would-
be violators



Civil Lawsuits

Recent legislative efforts:

incentivizing civil lawsuits

v" Punitive damages
v Statutory damages
v “Group lawsuit”



Administrative measures

Personal Information Protection Commission

e Various authorities

Ministry of the Interior

e administrative fines or order corrective measures. etc.

Communications Commission

Financial Services Commission

e fines up to 3 % of the relevant sales revenue



Data Breach



Korean Data Breach Status
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Total Data Breach Cases ('11.10.1 ~ "15.12.31)
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Market rates for Personal Data In Korea
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Market Rates for Unlawfully Attained Personal Data 1/2

Price of credit card data (‘as of Oct. 2015)

[USD]
Categories™ Us UK Canada | Australia | EU
Basic Card Information | 5~8 20~25 20~25 21~25 25~30
+ Account Number 15 25 25 25 30
+ Date of Birth 15 30 30 30 35
Cumulative Card Data 30 35 40 40 45

* InfoSec Megafee Research Center



Market Rates for Unlawfully Attained Personal Data 1/2

[USD]

Bank account +» 10 ~ 1000
|

Credit card with L 55~ 12
Passcode ’

Credit card without
Passcode e 01~25

Email address L, .
Per Megabyte 0.3~40

i

Email
passcode

=0 A~ 30

Others e« (9~ 25
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Recent Data Breach Case.1. interpark

“¥INTERPARK
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Data Breach Details

User Categories Data Types No.
ID, encrypted passwords, name, sex, DOB,
Active Interpark telephone numbers, email, addresses 10,947,544
Users
Partners ID 2,454,348
Past Users ID 1,734,816
Dormant Users ID, encrypted passwords 11,522,045

Total

26,658,753




Recent Data Breach Case- -2. vahoo
Expected Damages from Data Breach

YAHOO!

An Important Message About Yahoo User
Security

By Bob Lord, CISO

A recent investigation by Yahoo has confirmed that a copy of certain user account information was stolen from the
company’s network in late 2014 by what it believes is a state-sponsored actor.
names, email addresses, telephone numbers, dates of birth, hashed passwords (the vast majority with bcrypt) and, in some
o STy (o 0 o) CTo eT VN Tty Tl gy o Yo TV g WO VS (o ST D ST STETEN T he ongoing investigation suggests that stolen informatior
did not include unprotected passwords, payment card data, or bank account information; payment card data and bank
account information are not stored in the system that the investigation has found to be affected. Based on the ongoing
investigation, Yahoo believes that information associated with at least 500 million user accounts was stolen and the
investigation has found no evidence that the state-sponsored actor is currently in Yahoo's network. Yahoo is working closely

with law enfarrement nn thic matter




Data Breach Scenario

Data
Subject
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Data Breach Scenario

Data Subject m Hacking
Consent — Disclosure  / | \
| | External Attack
Admiinistrator l l /

»
/S \._.-» ~  Access
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* HR Management /
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e Human Error P &

/ ' Vendor * InfoSec Technical
* Vendor mismanagement * Irregular Data Leakage Difficiencies



Lessons Learned
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